CONTENTS

Preface and acknowledgements ~ pageix

Internet privacy rights 1
1 Introduction 1
2 Privacy and autonomy on the internet 12

3 Internet privacy rights 15

4 The impact of internet privacy rights 19
5 A privacy-friendly future? 22

Privacy, autonomy and the internet 24

1 Autonomy 24

2 Privacy 32

3 Autonomy and consent 36

4 Autonomy, privacy, challenges and criticisms
5 Privacy is not the enemy 50

The Symbiotic Web 53

1 The Symbiotic Web 53

2 The make-up of the benign symbiosis 60
3 Therisks of a malign symbiosis 65

4 Governments and the Symbiotic Web 73
5 Managing the symbiosis 77

Law, privacy and the internet - the landscape
1 The role oflaw in the internet 82

\%

42

82



vi

CONTENTS

2 Privacy-protective law 87
3 Privacy-invasive law 97
4 Privacy-related law: the overall landscape 111

Navigating the internet 117

1 Search engines and their role 117

2 Google and the Article 29 Working Party 122
3 Implications and ways forward 131

4 Conclusions and rights-based solutions 139
Behavioural tracking 144

1 Behavioural tracking and targeting 144

2 Does any of this matter? Isn't it just about
advertising? 147

3 Phorm 151

4 The rise and fall of Phorm 160

5 Regulation of behavioural tracking 166

6 Ways forward and rights-based solutions 172
Data vulnerability and the right to delete 176

1 Vulnerability and autonomy 176

2 The reality of data vulnerability 181

3 Data vulnerability — solutions? 197

4 A change in assumptions and the right to delete 200
A rights-based approach 207

1 Putting the rights together 207

2 Autonomy by design 215

3 Arights-based approach? 223

4 Rights and symbiotic regulation 230



9

10

CONTENTS

Privacy and identity 234

—_

Online identity 234

The privacy, identity, anonymity model 237

2
3 The concept and creation of identity 240
4 The assertion of identity 247

5

The protection of online identity 250

@)}

Identity in a privacy-friendly internet 259

A privacy-friendly future? 263

1 A need for internet privacy rights? 263

2 An internet with rights 269

3 The internet of the future and addressing critiques
4 A transparent society or a privacy-friendly future?

Bibliography 291
Index 300

278
283

vii



