Contents

FOTEWOId ceueveeeeeeeeieiiieieeeeeieisrssssessseeseeeeeeeeeeesssessssssssssssssssssssssesesessssssssssssnssnnes XV
Fraud and Prevention ... ceeeeeeceerssseeeeccsssaseeecsssssssseesssssssassessssssssssssssanans xvii
ADOUL the AULNOL ....eueeeeiieiirreetieeerrcneeeeecissseneeecesssnneseesssssnseescsssnnsssesssssansasesns xxi
T Fratd aueeeeeeeeeeeeeceeecreccteeceeecsessasessaeesssessssessssesssessssssssassssassssassssssssasnne 1
1.1 Fraud OVeIVIEW .....oooviiieeiietiieceeeeeeeeee ettt seaee s 1

1.2 Study Analysis.....ccoereeiiinieiiiicincecee e 2

1.3 Internal Fraud......cooooiioiiiiiiiiiiiiee e 3

1.3.1  DPolicies and Procedures.......ccceeeevveeieieeieiiiieeiiiieeeeeee e 3

1.3.1.1 Code of Conduct......c..cevureerereerieeirieereeeeeeereeenenn 3

1.3.1.2  Conflicts of Interest.......c..covveeeveeereeecreeevereereeenennn 4

1.3.1.3 Mandatory Vacation Policy.......cccceevrenecnenecnnn 4

1.3.1.4  Proper Use of Corporate Credit Card................... 4

1.3.1.5 Expense Report Policies.....cccuvveuerirrerirenecnnrennnes 5

1.3.1.6  Use of Company ASSCES .....eueerrerervrrerirerrerenenrerenens 5

1.3.1.7 Purchasing Guidelines.......c.cccoeuerneirnecnncnnns 5

1.3.1.8  Disbursement Guidelines........c..ccccveevvrevverervrennnenn 6

1.4 Understanding Rationalization...........ccccccccuiiiiiiinniiiiiiie 6

1.5  External Fraud.......ccoocoiiiiiiiiiiiicicce e 7

1.6 Gift POLICIES .oevviieieeeeee ettt ettt et eaee e 9
INOLES ettt et e e e e e e e e e e e et et e et e et et e et e e et tataasnsssasansssaesereaaaaaaaaaaaaaaaaaens 10

2  Employee Theft and Fraud ........ccceevrecvuncennnncresnnsesessscsnsescsnsscscsssaens 11
7208 N €51 o Ye Kb ol (o« WU 11

2.2 Preemployment Background Verification ......c.cccoeveeineceneucninnennae. 13

2.3 Small Business Theft/Fraud........cccccooviviiiiiiiiiiiiieeeecee e 16

2.3.1  Getting Hired to Steal.......ccecevineiininiinincinccineeen 18

2.3.1.1  Remedy ..cooevveirinicinienicinicceecesceesene 18

2.3.2  Protecting the Company Bank Account........cccceeuvvinucunens 18

2321 Remedy .ocoovveciiiiiiiiiciicicce 19

vii



viii

m  Contents

2.3.4  Protecting the Credit Card Swipe Machine Master Code...19

2.34.1  Remedy .ccooeveiriniiiieccnee e 20
2.3.5 Not Conducting Store Inventory ..........cccoeeucuciiicininininnns 21
2.3.5.1 Remedy ..ccocevveiriniiiriniciniciceneeenceeee 21
2.3.6  Scheduled Visits to the Location by the Owner.................. 21
2.3.6.1  Remedy cocevvvveveinieiiiiccnetnceeee e 22
2.3.7  Set Dollar Amount Promotions .......c.coeeerrveeneereennneennes 22
2.3.7.1  Remedy ..ccocevveiriniiiniiieiniceeceeeceeene 23

2.3.8 Teenage Employees Working in a Fast Food Restaurant
on Game NIght...ccoeerinieieneiiccrccceceeceee 23
2.3.8.1  Remedy coceoeneeviirieiiiniccinececceeeeeeee 24
2.3.9 Trading Pizzas for Tacos.......cecccevirueininiinnciinniinicns 24
2.3.9.1  Remedy ..o 25
2.4 Hiring Quality Teenagers......cocveervereerrieinrereiniereenreeeniereneneenenes 26
2.5 Nonprofit Organization Fraud..........cccooiiiiiiiiinniie, 26
2.6 Embezzlement .....cccooieieiiiiiiiiiee e 28
2.7 Two-Person Rule/Separating Accounting Duties........ccccvrveueennneee. 31
INOLES L.t 33
Organizational Fraud.......eeenieneeneneninensinsnnnnininnennennensenenenenes 35
3.1 INErodUCHON cveeiiiciieicctc et 35
3.2 Analyzing Fraud Potential ... 36
3.2.1  Quit Being Reactive ......cccoovviiiiiiniiniiiii, 37
3.2.2  Talk across Departments .......cccoeecerveneeenenieenenceneneenenes 37
3.2.3 Think Like a Thief....cccecviriiininiinieneeeeceeeen 38
3.3 Individual Analysis.......cccoeirimmecnncrnencccec e 39
3.3.1 Talk to the Person Who Committed the Fraud ................. 40
3.3.2  Restitution versus Prevention..........cccccoevevvviiiiininniiienns 41
3.3.3 Employee Education.....cccoceeeevveeinieecinnenineecneceneenenes 42
3.3.4 Developing Incentives to Stay......coccoevevecereverinierenneennnnes 43
3.3.5  Avoiding Complacency........ccocoeivirevininiiinnininiiincnan, 44
3.4 Segregation of DULIes......cccoueuivirieinineinicieerceeceees 45
3.4.1  Inventory Control.....c..cccovererireneninineineeneecseeeee 46
3.4.2  Verification of Product Delivery ......cccccvvueineccnnceneeneae. 46
3.4.3  Verification of Products Loaded for Delivery........cccoeueuenee 47
3.4.4  Account Reconciliation .........ococoiveeioiniininciinincinicnns 47
3.4.5 Authorization of Accounts Payable ........c.ccocecerinininenne. 49
3.4.6  Authorization of Accounts Receivable .........cccecereerinencnne. 49
3.5 Removing the Temptation for Fraud ..........ccccccoeiiiiinnniniiicnnnn. 50
3.5.1  Cameras on the Loading Dock........ccccovvinnciniinncnns 51
3.5.2 Installing Motion-Sensitive Lighting.........ccccceeereinncnnns 51

3.5.3 Trash Control Procedures........ccoceeeeeuieiveveeeeeieeeeeeeeeeeeneeenns 51



Contents B ix

3.6 Merchant Fraud.......ccooovviiiiiiiiicicceeee e 52
3.7 Know Your Vendors/Suppliers ..........ccccccvviviiiiiiiiiiiiniiiniiiicne, 54
INOLES ettt ettt et e e e e e e e e e e e e e e e e et et e et e e e e e e ee et aaastsnsnsssssaassseaaaaaaaeaaaaaaaaaaaaaaens 55
Small Business Fraud......ccoevveveeeeerrrreeeeecesssneeeccsssseneeccesssssseeesssssassssessses 57
V0 NN 19 0 Yo 18 Loy (o) o WUUUR RSO RRRRRRR 57
4.2 Small Business Identity Theft ......cccocevveoereneininnniiincncccnes 58
4.2.1 Employer Identification Number.....cc.ececenvecinncinnennns 58

4.2.2  Company Letterhead.........ccoccociiiiiiiiiiii, 59

4.2.3  Business Owner Information.........ccccceevvevvvievieieieecineeennen, 60

424  Establishing Business Legitimacy ......c.cececevvvveirenreinnrenenns 60

4.2.5 Opening Lines of Credit........ccccoeeuiiiiniiniiiiiiiiiiin, 61
4.2.5.1 Obtaining a Fraudulent Small Business Loan.....61

4.2.5.2  Establishing Fraudulent Merchant Accounts......62

4.2.5.3 Opening Unauthorized Credit Card Accounts...63

4.3  Small Business Account Takeover........coouveviiieuiiiviiiiieieeeceeeeveeene 63
4.4 Small Business Fraud Prevention Measures .........ccccovueeeveeeereeeneen. 64
INOTES 1.ttt ettt ettt ettt e et e et e e e et e e eete e e eetaeeeeetseeeetaeeeenbaeeeensreeeesreeeenrens 67
Investment Fraud.....ccccevreierrnieensneiennnenessseeossnssssssnssssssssssssssssnsssssansans 69
B2 B 1 oY LTt o3 s WO 69
5.2 “Ponzi” SCREMIES....cuviiviiceiiicee et 70
5.3 Pyramid Schemes .......cccvuruiiriiiiiiniiiinccecee e 73
5.4 Affinity Fraud ... 77
5.4.1  Groups Requiring Cash FIow ..c.cccccccenvueviniicneinnccnee 79

5.4.2  Immigrant Groups.......c.ccccoeeveiniieininiiinicnneeseees 80

5.4.3 Religious Afiliation.......ccccoeuvivirieieicicciiiiniccccccaes 81

5.5 Investment Opportunity Advance Fee Letters ....coevnenecineuininnenee. 83
5.6  Prime Bank Note Fraud........cccooviiiiiiiiiiiiiiceeeee e 85
INOTES c.uertteeeeeeeiieeeeeeeetreeeeeeeeabaeeeeeeeesaaaeeeesaassssaaeasaassssneasaenanssseaeesesanses 90
Organized Retail Fraud/Theft.......ccovenuerenennerinnnnerininnenienenncnnnennes 91
6.1  Organized Retail Crime/Fraud........ccccooeiiiiiiiniiiiinnee, 91
6.2 Retail Merchandise Fraud..........ccooveovviiiiiiiiiiiceeeceeeeeee e 94
6.3 Coupon Fraud .......ccccccoiiiiiiiiiiiiiiiiii e 96
6.4 E-mail Coupon Offers Delivering Malware/Spyware....................... 97
6.5 UPC/Bar Code Fraud........cccoevvieeuiieciieeieeeeeeeeeeceeeeeee e 99
6.6 Gift Card Fraud......ccccoooeiiiiiiiieceecee e 100
6.6 School Impersonation Fraud.........ccccccccoviiiiiiiiiiiiiie, 103
6.7  Sports Memorabilia Fraud ........cccccvevirininniniinniinccncnce 105
6.8 Access Device Fraud ........cooovvvviiiiiiciieieecee e 107



x ® Contents

7  Frauds Targeting the Individual ........cocouvuevevuriernniennncresncncsesnsacneens 111
7.1 INCrodUCHON cveeeeeeiicicertcc et 111
7.2 Fake Check Schemes ......c.cccoiniiiiiniiniiciiicicccce, 113

7.2.1  Foreign Lotteries......covveuevirieuirinieieirieiinieceneeeeeeenene 114
722 OVerpayments ......ccocveiviviieiiiiiiniiiiienecnsesssesssnesnes 114
7.2.3  Home Employment ........cccoceivivcininiinniiiiiciiicce, 115
7.2.4  Prevention Measures.......cccoeueveruereriruerinenrerenenneiseenenenennene 118
7.3 Mortgage Fraud......cocovreoinniiniicnicccneceseceseeeeens 118
7.3.1  Ownership Transfer........ccococeoniiiiiniiiniinii, 119
7.3.2  Loan Modification Fraud ........ccccovvvecinnevinnccnnccnnen 120
7.3.3  Your Home Mortgage Has Been Sold.....c.ccccevvvuccnncannnee 121
7.3.4  Lease Buyback Agreements.........cccovueinirieinincinnccninnen, 121
7.4 Scare Tactic Frauds.....cccooecinvicoininccniiiiccncinccneeeenene 122
7.5  High-Dollar Item Street Sale Fraud..........cccccoocciiiiinnnininnn. 125
7.6 Debit Card Fraud .......ccccooveuiiiniiiineiiciececccneceee 126
7.6.1  SKIMMUING..ctviiiiiriiiiinieiciniecreeerete e 127
7.6.2  Internet Purchases .....c.cccoveininicinniciinnccncccce, 128
7.6.3  Debit Card Purchases at Restaurants and Bars.................. 128
7.7 Charity Scams and Fraud .......ccccoveeiniiineccncinccnccene, 129
7.8  Fund-Raising Website Fraud ..........cccoeeviviiiinniiniiiniie, 132
7.9  Internet Prescription Fraud.......cccccoevivenenininiinincicncncene 133
7.10  Mystery Shopping Fraud ... 136
7.11 Romance SChemes.......cccociviriicininieininiciiccccscecneeeeas 143
INOTES ottt 146

8 Frauds against the Elderly......ccoceueceuncrenncrennncrennicnnsnccsnsscscsssacseens 147
8.1  INTrodUCHON .veviiiiiiiicieiece e 147
8.2 Protecting against Fraud by Caregivers, Relatives, and Other

Individuals of TEUST..ccveueirieiiirieiciriccrccre e 148
8.3  Protecting against Fraud Committed by Strangers .............cccune. 153
8.3.1  Financial Institution/Bank Account Fraud....................... 153
8.3.2  Power Of ATLOINEY .c.eeveviririeuiinieieinretcenieicereeteereevee s 154
8.3.3 Home Improvement Fraud ........cccccoooviiiniinninnnnne. 155
8.3.4 Telemarketing Fraud......c.cccooeveinneinneinciieccne, 157

8.3.5  Funeral Services, Funeral Home Overbilling, and
Cemetery Fraud........coccoveniiininiiniiccceceeens 158
8.3.6  Grandparent SCAMS .....ccoveveerrererirrereeriereireereenreeesnenenes 159
8.3.7 Popular Frauds........ccccccooiiiiiiiiiiiiiiiiiiccce 159
8.4  Reverse Mortgage Fraud........ccoooeiniiiiniciiniiincccces 160
8.5  Elderly-Targeted Work-at-Home Schemes........cccoeveueeinccccnnncnnnns 161
8.6  Raising the Awareness of Elder Fraud........ccccoeeoeniioiniccnncnnes 163



9

10

Contents B xi

8.7  Reluctance to Report.....cccecevueriiiniiniiiininiiincicnccccccne 164
INOTES et eetee ettt eete e ee e ettt e e eetae e e eeteeeeeaeeeeeateeeeeaaeeeeetseeeenaseeesreeeennes 165
Advance Fee Fraud.....eeeiiiiieeeeiiiiirrsrnrsrnnneeeeeeeeeeeesessssssssssssssssssssssens 167
LB B U oY et o) s WO 167
9.2 419 Advance Fee Fraud Letter Scams.......cccccovveeeeievreeeieeeneeeneeene 168
9.3  Work-at-Home Schemes .......cc.cooviveueiivieiieceeeceeeeeeeeee e 175
9.4 Telemarketing Fraud..........cccccoooiiiiiiiiniiiiicccc 178
9.5  Unsolicited Prize/Sweepstakes Notification Advance Fee Schemes... 182
9.6 Advance Fee International Lottery Schemes .......ccccoccvniiicncnan. 185
9.7  Advance Fee Loan Scheme ........cccoooiiiviiiiiicicicceeeeeeeee 187
9.8 Individual Consumer Advance Fee Loan Fraud..........ccccevveunne.e.. 189
9.9  Debt Elimination Fraud .......cccooovveviiiiiiiiececee e 191
9.10 Student Loan Fraud........cccoovuiiiiiiceiiiiiece e 192

9.10.1 Student Loan Consolidation..........ccceeeevveeieveeeivineeeiinnenenn 192

9.10.2 Student Loan Elimination .........ccccoeveeeieiirieeneeeieeeeeene. 193

9.10.3 Interest Rate Reduction ........cccovuvevuveeeueeeiriecrieceeeeeeenen 193
9.11 Additional Advance Fee Fraud Payment Methods ........cccccvuenneen. 194
9.12  Advance Fee Fraud Deposit Ttems........cccovrveinineinniccineccnenennes 194
INOLES «utteuttirerretteee et e e e e e e e e e e e e e e eeeeeeeeeeeeeeeseeeeseeanessssssssssssassasssasaaaaaaaaaaaaaaaaaans 195
Identity Theft/Identity Fraud......coccevevversuecrursersensnccersensnccsecssensnees 197
0T T Fo T Ye Kb ol (o3« WU SRR 197
10.2 What Is Identity Theft? ...occevvieinieeincinecneceneccneceeeneaes 198

10.2.1 Use a Post Office Box as Your Primary Address for
Mail Delivery and Shred All Preapproved Credit Card

APPLICATIONS. ..venveiriiieiiriitctrerecteee e 199
10.2.2 Be Wary of the Good Samaritan .......cccceceveirinicccncnennne 203
10.2.3 Protect Personal Information in the Family Car.............. 204
10.2.4 Unsecured Personal Laptop Computer or Computer
TaDbIet e 205
10.2.5 Identity Theft Protection Services.......ccooevvevrenuevrenncnnnn 206
10.2.6 Providing a Social Security Number.........cccceveinircennee. 207
10.2.7 Where Is My Social Security Card? .......cccevveivenieenennencne 207
10.3 Preventing Identity Theft.......cccccooviiiiiiiiiiiiiiiiiicc 208
10.4 Keeping Credit/Debit Cards in Sight .......ccccccociiiiiiinnniinen. 210
10.5 Credit Card Impressions..........ccceueeininiiininiinniiniccceens 210
10.6 Mailbox Fishing .....cccccceoiiiiiiniciniiiiiiciicciccccce 213
10.7 Stop the Preapproved Credit Card Applications .......c.ccccvveerueencne 215
10.8 Obrtaining a Credit RePort.....cccvveeveirvicineeeinecinecrecesnenenes 215
10.9 Advance Fee Fraud Letter Solicitations........ccccvveveeenverennrecneenencnn. 215
10.10 Keeping the Crime Intent Silent......cccovveevnieininciinncccninccnnee 220



Xii

m  Contents

T1 Internet Fraud .....ccicininininnnniiiisnssssnisicisesssssssssssesssssssssssas 223
11,1 INtrodUCtion ..ceeueeiinieiiieicierietceeeee et 223
11.2 Internet Auction Fraud......ccooveoivieecinniineiinecnccnecenee 223

11.2.1 Internet Auction Websites......ccoerrreuirerreirnreinrereerierennnes 224
11.2.2 Nondelivery of Product .....ccceoevveeeirienininieininieeeeseee 224
11.2.3 Posting Counterfeit Merchandise .......cccccvvveinreeccneucnnes 225
11.2.4 Product Deception..........ccccouviiiiiciiiiiiiiiininiiiiicccccne 226
11.2.5 Triangulation.....c.ccceeevvinieininicinincnecneeeeeeeeene 226
11.2.6 Bid RIgEING cvvooorereeoeeeeeeeessoeoeeeeeseseeeee e 227
11.2.7 International Auction Fraud ......c..cccocecvvincinincnnicncnnne. 227
11.3 Internet Mass Marketing Fraud.........c.cocccoveiinniiniinnineen, 229
11.4 Classified Advertising Websites..........ccccoururururueueueueeiinininineeienenen 231
11.4.1 Apartment/Home Rental Fraud........ccccoveneinininnnnn. 231
11.4.2 Reverse Apartment/Home Rental Fraud..........cccccceeeeenen. 232
11.5 Nanny/Housekeeper Fraud.......c.cccoeoiiinienniincinincninecncene 233
11.6 Reverse Nanny Fraud .......cccooeivinieiininciniicnecceceeee 234
11.7 Internet Job Scam Warning Signs......c.ceceeeveveeerererineennencnennenenes 235
11.8 Phishing, Vishing, Smishing, Spoofing, and Cramming................ 238
11.8.1 Phishing c.ccevecenieuiiniiiiiniecinecrccrec e 238
11.8.2 ViShiINg ..civiiieiniiiiinieicinieicenecc et 241
11.8.3  Smishing.......ccooiiiiiiiiiiiicc, 241
11.8.4 SPOOMING ...coiiiiiiiiiiiiiiiiiciei e 243
11.8.5 Cramming......ccccceviviiiiiiiiiiiiiiieieeeec s 244
11.9 Social Security Administration Fraud.......cccocooeoeninccninccncnnencns 245
11.10 Company Website Hijacking........ccceoevvveevineiinciniiicccen 246
11.11 Business E-mail Hacking/Payment Redirect ......ccccvereeirreuiinneneee. 251
11.12 Brand Name Coupon/Discount Fraud ........cccccvveveeineenneinnnenne. 253
INOLES -ttt 254

12 Internet, Computer, and E-mail Fraud.......cccoccevvurrcrerurrcscsnnrcsusneccnenes 255
12.1  Introduction ...c.coucuiiiceiiiiiciiiciieicsce s 255
12.2 SPammMUNG...c.civiiiiiiiiiiiiiiiicc e 256
12.3  Unsubscribing from Spam E-mails........cccooveinniiiniinniinene. 256
12.4 Spoofing (E-mail) ..c..cveiviiieiniiciiicinciecceeeeee 257
12.5 MalWare/SPyWare .......ccceveveererueineeieinenieineeeeseeeesee e nens 261
12.6 Protecting the COMPULET ....ervvveeireereeirieieinieieerreteereereereeeeenenenes 262

12.6.1 IMPatience....ccoveueeererueiniereirieieiniereeniereeneereesseseesnenenes 264
12.7 Password Protection.......coceeeeeruerieuirieieienieieiesieesieseceie e 265
12.8 Do Not Remember Me......cccovueininieinnicinincinicineeccneceneeneees 267
12.9 Protecting Social Media ACCOUNES ......coveveueruinieinienicirieniccnieeans 267
12.9.1 Social Media Phishing...........ccccccoeiiiininniiiiiiiiins 270
INOLES ettt ettt ettt ettt ettt et st eeaaeeree et 270



Contents B xiii

Appendix A: Social Security Number Prefixes....c.ccovevuecrerisensuccseciensuecncene 273
Appendix B: Advance Fee Fraud Scheme Letters ......ccocevuirversnccsncnsersuennenne 275

Appendix C: Work-at-Home, Mystery Shopping, Inheritance, and
Lottery SChemes ....uuiueinuinruiceriiniiciiniiiicensissccessesssesesssessssssesssessssesesns 293



