Contents

Introduction. . . . ... .. ... .. 1
Tadeusz Zieliriski

PartI Providing Cybersecurity as a New Challenge for
Governments

Cyberspace and Cybersecurity . . . . ............................ 9
Tomasz Zdzikot

Cyberspace as an Area of Legal Regulation. . ... ................. 23
Katarzyna Chatubinska-Jentkiewicz

Cyberspace, Cybercrime, Cyberterrorism. .. ... ................. 33
Filip Radoniewicz

International Regulations of Cybersecurity . . . ... ................ 53
Filip Radoniewicz

Cybersecurity in the European Union Law . . . .................... 73
Filip Radoniewicz

National Cybersecurity System Act. . .......................... 93
Filip Radoniewicz

The New National Security Strategy of the Republic of Poland . . . . . . . 111
Jacek Sobczak

The Cybersecurity Strategy of the Republic of Poland . . . ... ... ... .. 137
Waldemar Kitler

The Functioning of State Power Structures and Cybersecurity . . ... ... 155

Marzena Toumi

vii



viii Contents

Personal Data Protection in the Context of the Act on the National
Cybersecurity System . . . . ............... ... .. .. ... ... ... ..., 171
Monika Nowikowska

Space Security and Cybersecurity in Poland . . . ... ................ 177
Matgorzata Polkowska

Part I Competences, Obligations and Tasks of Entities Responsible
for Ensuring Cybersecurity Under the National Cybersecurity
System (‘“Imperious Entities”)

Cybersecurity as a Public Task in Administration. . .. .......... ... 191
Katarzyna Chatubiiska—Jentkiewicz

The Authorities Competent for Cybersecurity . . . ... .............. 209
Agnieszka Brzostek

The Main Tasks of the Network of Computer Security Incident

Response Teams in the Light of the Act on the National

Cybersecurity Systemin Poland . . . . ... ... ... ... ............... 223
Monika Nowikowska

Tasks of the Minister of National Defence in the Field of
Cybersecurity . . . ... ... ... 243
Krzysztof Wasowski

Role of the Minister Competent for Computerisation in the
Cybersecurity System . . .. ............ ... ... . 253
Katarzyna Chatubiniska-Jentkiewicz

The Duties and Legal Status of the Government Plenipotentiary
for Cybersecurity and the College for Cybersecurity . . . .. .......... 277
Agnieszka Brzostek

Part III  Obligations of Other Entities Included in the National
Cybersecurity System (‘“Participants” of the National
Cybersecurity System)

Tasks of Operators of Essential Services and Digital Service

Providers. . ... ... .. . . . 293
Katarzyna Chatubinska-Jentkiewicz

The Obligations of Public Entities. . . .. ........................ 331
Krzysztof Wasowski

The System of Control and Supervision of Operators of Essential

Services, Digital Service Providers and Entities Providing

Cybersecurity Services. . ... ...... ... ... .. 347
Monika Nowikowska



Contents ix

Monetary Penalties in the National Cybersecurity System Act. . . ... .. 365
Filip Radoniewicz

The Liability of Entities Providing Services by Electronic Means for
Digital Content. . . . ....... ... ... . ... ... . e 383
Pawet Zajac

Part IV Combating Cybercrime as a Special Task in the Area
of Cybersecurity

Cybercrime and Cyberterrorism in Polish Law . . ... ........ ... ... 405
Filip Radoniewicz

Cybercrime in Selected European Countries. . . .. ................ 419
Filip Radoniewicz

The Entities and Institutions in Charge of Combating Cybercrime
inPoland . . . ... ... . ... 441
Jerzy Kosiniski

Operational Activities in the Field of Cybersecurity. . .............. 455
Justyna Kurek

Operational Activities and the Right to Privacy. . .. ... ............ 465
Katarzyna Chatubinska-Jentkiewicz

Summary . . ... ... 481
Katarzyna Chatubinska-Jentkiewicz

References. . .. ... . . . e 485



